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AI oversight is lagging

53% of surveyed organizations report that AI 

agents exceed intended permissions 

occasionally.

AI agents exceed their boundaries

60% of AI -related security incidents result in 

the compromise of sensitive information. 

AI incidents expose data

Agent activity is hard to trace

Only 12% of respondents can consistently trace 

every agent’s actions from initial instructions 

through tools and APIs to outcomes.

63% of breached organizations had no AI 

governance policy or were still developing 

one.
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https://cloudsecurityalliance.org/artifacts/enterprise-ai-security-starts-with-ai-agents?utm_source=chatgpt.com
https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-organizations-reported-breaches-of-ai-models-or-applications,-97-of-which-reported-lacking-proper-ai-access-controls
https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-organizations-reported-breaches-of-ai-models-or-applications,-97-of-which-reported-lacking-proper-ai-access-controls
https://salt.security/press-releases/state-of-agentic-ai-and-api-security-2h-2026?utm_source=chatgpt.com
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